Intezer Anomali Integration

The Intezer Analyze integration with Anomali provides enrichment data for hash
observables.

How does it work?

The integration will take the hash and query it in Intezer Analyze for the latest
analysis. If an analysis is not found, the integration will try and analyze the hash
in case the file is available in Intezer Analyze.

Setup

To activate the Intezer Analyze enrichment:

1. Log in to the ThreatStream user interface.

2. Navigate to APP Store > APP Store.

3. Search for Intezer Analyze, and click "Get Access".
4.

Click "I have already registered" and enter your Intezer AP| Key found in
account details.

5. Configure additional parameters:
> Analysis Timeout in Seconds: Timeout waiting for an analysis to finish in
seconds (optional, max is 25), the default is to wait 25 seconds.

> Private Analysis: Should the querying of the latest analysis only return
private analysis, default is false. Use this to avoid consuming quota
everytime you query a hash.

6. If errors occur, contact support@intezer.com for assistance.


https://analyze.intezer.com
https://analyze.intezer.com/account-details
mailto:support@intezer.com
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Enrich Hash information with IOCs and TTPs by Intezer Analyze. oS

W#” INTEZER

Product Type Autho Version

Premium Enrichment Intezer Labs 1.0.0

Source License Status
https://intezer.com Apache-2.0 license Active

Credentials
API Key
Analysis Timeout In Seconds (Optional, Max: 25)

Private Analysis (Optional)

Cancel Deactivate

Integration Capabilities

The integration will show Intezer verdict and analysis details first:

Enrichments

INTEZER  SUGGESTED ENRICHMENTS...

Analysis Details

25 v 1-90f9 tems
Field Value o
Analysis id 5Cf34d51-002f-42fe-ac03-60477955e74b
Analysis time Wed, 18 May 2022 12:28:50 GMT
Analysis url
Family Id 5c7e4c30-519a-42a5-b347-4b14313ade19
Family name Ammy Admin
Is private true
Sha2s6 6bae0baccch182794d4fdf6fe5389046d10e1b31C1b7309c17c997€0265¢d05
Sub verdict malicious
Verdict malicious

Fields description:

 Analysis Id: A unique identifier assigned to the results of this analysis.
» Analysis Time: The date that the analysis was executed.
» Analysis Url: Alink to a web page in the Intezer Analyze web interface.

» Family Name: The name of the family of this file. For example, WannaCry,
Lazarus, Magic Hound or zlib.

» Family Id: A uuid identifier of the family.

* Labels: Labels set to this file, either ones set by Intezer, or ones set by the
user.
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* Is Private: Specifies that the genes of this analyzed file also run against your
private Genome Database.

» Sha256: The SHA256 Hash of the file.

* Verdict: The result of the analysis. For example, Malicious, Trusted,
Unknown or Suspicious.

* Sub Verdict: Additional details about the verdict.

Network IOCs

Network indicators are composed of IPs, domains and URLs collected during the
analysis from multiple different sources. These include addresses that were
contacted during dynamic execution and addresses that were extracted from an
embedded malware configuration.

Network 10Cs

25 v 1-30f3Items
Value Type Source
35.205.61.67 p Network communication
maitikio.com Domain Network communication
cry-havok.org Domain

Notable columns:

» Source Type: specifies where each indicator was retrieved from.

* Classification: The verdict and, if relevant, the malware family known to be
associated with this address.

Files IOCs

File indicators are SHA256 hashes of files collected during the analysis from
various sources such as static unpacking and collected dropped files. The
classification shown is the one that was assigned to each file from genetic

analysis.
Files I0Cs

25 v 1-5o0f5items
SHA256 Path Type Classification
6b4e0baccch182794d94fdf6fe5389046d10e1b31c1b7309¢17¢9970265cd05 6b4eObaccch182794d94fdf6fe5389046d10e1b31¢1b7309¢17¢997€0265cd0S Main file Malicious (Ammy Admin)
60019ac831 7d71c4d9¢ ddb: 60019ac831ff99bf9a7384b9e08486b3ec63d6243a037d71c4d9635da2ddb8c2.sample Extracted file Malicious (Ammy Admin)
4219ab61689b7587243bc’ 13c4a8c2028¢5d593e7e0f 42 7587243bc’ da0d0bs59c1 3c4: e0f.sample Extracted file Malicious (Generic Malware)
41444f7b23ba37fe145463b854a91f1ff5a1d88c8f0ed0ed8a226b312e468a17 41444f7b23ba3: 1f1ffSal b312e468a17.sample Extracted file Malicious (Generic Malware)

5599ce784d21ce3655ac81c2a27ef0ad2cd7ea019b0d87753dccd3d4017¢7d86 C:\Users\<USER>\AppData\Local\Temp\budha.exe Dropped file Unknown
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TTPs

Tactics, Techniques, and Procedures (TTPs) allows analysts to understand how
the analyzed file operates, and the possible risk posed by it. The TTPs feature
expands the static analysis context by focusing on the actual actions performed
during dynamic execution.

TTPs
25 v 1-90f 9 tems
MITRE ATT&CK Technique Severity Details &
Attempts to repeatedly call a single APl many times in order to delay analysis tim
High Spam:budha.exe (1308) called API DeleteFileW 20000 times
il ted:C:
Execution::Native API [T1106] Created a process from a suspicious location High
c ted:"C:\Users\mike\AppData\Local\Temp\budha.exe”
Creates RWX memory Medium
Possible date expiration check, exits too soon after checking local time Medium  process:6b4eObaccch182794d94fdf6.exe, PID 1076
self_readiprocess: 6bdeObaccch182794d94fdf6.exe, pid: 1076, offset: 0x0000000
Reads data out of its own binary image Medium 0, length: 0x000fa774
self_readiprocess: budha.exe, pid: 1308, offset: 0x00000000, length: 0x000fa7f2
Process:6b4e0baccch182794d94fdf6.exe -> C:\Users\mike\AppData\Local\Temp
A process created a hidden window Medium
\budha.exe
Execution::Shared Modules [T1129] Drops a binary and executes it Medium  binary:C:\Users\mike\AppData\LocaTemp\budha.exe
No DNS resolution for domain Medium  doamin:cry-havok.org
Behavioural detection: Executable code extraction - unpacking Low

Notable columns:

* MITRE ATT&CT: MITRE ATT&CK Technique Detection name.
* Technique: The technique seen in the dynamic execution.

* Details: more details on each TTP, including process information, URLs and
more.

Integration Details

Supported entities

» Hash

Transformations

* EnrichHash

 Activation
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