Deloitte Codex Enrichment for Anomali ThreatStream

Deloitte's Codex Enrichment allows access to a truly large malware sandbox dataset that
encompasses additional data to include APT names from multiple vendors associated with
malware, easy to understand malware naming, typing, execution information, and more.

Enrichment Commands

The enrichment provides contextual information from Deloitte in the Enrichments section of
observable details pages for domain, IP, email, hash and URL observables.

Activation

Log into the ThreatStream interface
In the top navigation bar, click the settings icon, then click “Integrations”

Click “Set Up” in the Codex enrichment box
Click “I have already registered.”
Enter:

a. Codex username

Deloitte .

Codex Enrichment
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Deloitte's Codex Enrichment allows access to a truly large
malware sandbox dataset that encompasses additional data
to include APT names from multiple vendors associated
with malware, easy to understand malware naming, typing,
execution information, and more.

b. Codex password

c. Query Limit — Limit the number of records returned when querying Deloitte
Codex for domain, IP, email, hash and URL observables. A value of zero has no
limits (default: 25)
6. Click “Activate”. You should receive a “Successfully Activated Package” message. If an
error occurs, please contact Anomali Support for assistance.



Domain, IP, Email and URL View
Related hashes and malware metadata are presented when domain, IP, email, hash and URL
observables are enriched, as seen below:
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File Type Family Family Category First Seen (UTC) Size MDS SHAT SHA256

office cybergate rat 20170817 17:37 148992 SUS56L61441d819561 682341 13840¢ 4c67CTfeeBl4 4a3ccz0a57a1 341 fa0IdESbE 2¢38Beb4GdSaceed0d32257026/823261 1161 adba2cBeec2ela2a3943a020145
office generic 2017-08-23 00:36 30484
office generic 20170825 12:34 48653

office obfusinjectbor 2017-03-28 1558 60928

Family
Clicking on the malware family name performs a multi-search within ThreatStream.

MD5, SHA1 and SHA256
Clicking any of the associated hashes opens a detailed observable view for the respective hash.

Hash View
Enriching hashes presents the following datasets:

e Files downloaded in sandbox (files downloaded during detonation)
e Files created in sandbox (files created during detonation)

e Files written in sandbox (files written during detonation)

e Files opened in sandbox (files opened during detonation)

e DLLs loaded in sandbox (DLLs loaded during detonation)

e Files executed in sandbox (files executed during detonation)
e Suricata IDS alerts

e Suricata malware signatures

e |Ps (IPs observed during detonation)

e DNS (name resolution observed during detonation)

e URIs (URI requests observed during detonation)
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Supports domain, email, hash, ip and url indicator types
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