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Anomali users can utilize the CipherTrace Sentry enrichment to trace the crypto addresses 

associated with an IP address, along with any transactions and output destination addresses 

linked to them.

Users can set up the CipherTrace Sentry enrichment by clicking “Set Up” on the CipherTrace 

Sentry widget in the Integrations tab in the Anomali settings page.

Click “I Have Already Registered” in order to enter your API key and, optionally, the CipherTrace 

external URL used for Single Sign On, which will enable you to navigate directly to 

CipherTrace’s platform from Anomali.

Introduction

Setup
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Contact CipherTrace for more details on your external URL. If you do not enter one, you will be 

prompted to sign in to CipherTrace’s platform the first time you navigate there from Anomali. 

Once you have entered your API key and the optional external URL, you are ready to use the 

full features of the CipherTrace Sentry enrichment.

When on the details page for a given IP address

Right-clicking on the IP address node, a user can view all crypto addresses linked to the IP 

address by using the “IP to Crypto Addresses” function 

Usage
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To view the crypto addresses individually, click the aggregated node’s “Ungroup” option

By hovering over the crypto address nodes, users can view associated information gathered by 

CipherTrace
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Right clicking on the crypto address node yields the “Crypto Address to Transactions” function, 

which will reveal all transactions associated with this address.
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Users can view information associated with each transaction by hovering over the node
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After right clicking on the transaction node, users can reveal all of the transaction’s output 

destination addresses using the function “Crypto Transaction to Outputs”
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Once again, hovering over each output reveals information linked to it from the CipherTrace 

system.
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Information about crypto addresses linked to an IP address can also be viewed in a table format 

by using the CipherTrace Sentry Enrichment, located at the bottom of the IP address details 

page

Using this table, users can sort the addresses by balance amount, risk score, and a variety of 

other attributes. This table also contains links for users to continue their investigation of the IP or 

crypto addresses on CipherTrace’s platform.
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