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l Introduction

Anomali users can utilize the CipherTrace Sentry enrichment to trace the crypto addresses
associated with an IP address, along with any transactions and output destination addresses

linked to them.

l Setup

Users can set up the CipherTrace Sentry enrichment by clicking “Set Up” on the CipherTrace

Sentry widget in the Integrations tab in the Anomali settings page.

CIPHERTRACE SENTRY (]

CipherTrace provides powerful and

easy-to-use cryptocurrency tracing for CIPHE(I;TR/\CE
investigators and researchers. The N
CipherTrace Enrichment supports the

following cryptocurrencies: Bitcoin,

Ethereum, Bitcoin Cash, Litecoin, and

BNB. CipherTrace Enrichment allows

investigators to de-anonymize crypto

transactions.

CipherTrace 1.1.0

https://ciphertrace.com/financial-  https://ciphertrace.com/terms/
investigations-and-blockchain-
forensics/

For enrichment credentials:
Please contact vendor

| have Already Registered

Click “I Have Already Registered” in order to enter your API key and, optionally, the CipherTrace
external URL used for Single Sign On, which will enable you to navigate directly to

CipherTrace’s platform from Anomali.
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CIPHERTRACE SENTRY (%]

CipherTrace provides powerful and

easy-to-use cryptocurrency tracing for cl PHE(I':TRACE
investigators and researchers. The N
CipherTrace Enrichment supports the

following cryptocurrencies: Bitcoin,

Ethereum, Bitcoin Cash, Litecoin, and

BNB. CipherTrace Enrichment allows

investigators to de-anonymize crypto

transactions.

CipherTrace 1.1.0

https://ciphertrace.com/financial- https://ciphertrace.com/terms/
investigations-and-blockchain-
forensics/

AP| Key

CipherTrace external URL

Cancel

Contact CipherTrace for more details on your external URL. If you do not enter one, you will be
prompted to sign in to CipherTrace’s platform the first time you navigate there from Anomali.
Once you have entered your API key and the optional external URL, you are ready to use the

full features of the CipherTrace Sentry enrichment.

l Usage

When on the details page for a given IP address
Right-clicking on the IP address node, a user can view all crypto addresses linked to the IP

address by using the “IP to Crypto Addresses” function
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To view the crypto addresses individually, click the aggregated node’s “Ungroup” option

@ 12NKVnDDOS|n7K37XHVQLZESVBNHZPX...
type: Hash

@ 1259V1Ln3ShVEHIX3bFkMUKIM1Lv477...
type: Hash

@ 12ecmxydNYeU9SUG3BpaBi7PWASDCLX...
type: Hash

@ 13FhizY721V)Zm9jyNeDw2ejYq2)YtoD...
type: Hash

@ 13NWguabsFiZyGYge6pFoBVRVNRIWVIY...
type: Hash

&lE ¥ 20 LOOG

@ 13UoAA23HUSUWK6qBBYK{7qiYYEdbeC...
type: Hash

8

@ 13jbu3kvHBKPMN3V3aRWSVShHCzchdug...
type: Hash

B«

@ 149R7rkdAJKipKapWNWUEG2JEPINXBZL...
type: Hash

@ 14H6TVSDNSWMc41syMJUYEJBYmJERZ...
type: Hash

@ 14rX99ACbmhHtrBeKe6VH7RImMHhWFYQW...
type: Hash

@ 1636UFNFVzZWIgGIFrILuUkVGgdmay3Tw3...
type: Hash

Search Passive SSL ’ @ 1696gVanKsKuD4j1dox7TWAWQGZXTWAX3...

type: Hash
Import to ThreatStream
0 17dAFXPt1ELVNpawlUUnDB2eu96xGPKWN...

i

y @ 18QmVYrgfrYLjhezBxzYssYhKSERW7IMG...
Delete Selection ype: Hash

Enrichments > @ 18yw79TCsabnCoNnZsHuSeyumiQKKFEp...
type: Hash

@ 19cheANNQSjoRBRcaNTQapmKaXUsbmzZm...
type: Hash

@ 1A9DPKaEDFiIHVZEKf07gBGFKV2P2Sxr...
type: Hash

@ 1A9i962Y9v69XTqICUVVV7QeKHedL6...
type: Hash

@ 1AKPKsA1B1JmBIM7113PFZX10bfcbRaA..
type: Hash

@ 1CuiAB6WeQjyVbvn1muQpCn3keP3RKuf...
type: Hash

@ 1DNGNC4KGHXnG7XstyBKDtDBPOPASARS...

® rm
@ T

1] ASN (1)

T A TR O @ Hashs0)

eSO st 50  Node Search Limit

() ) @ @ ® AutoArrange
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By hovering over the crypto address nodes, users can view associated information gathered by
CipherTrace
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*** ciphertrace.com

1NHmZpRwmLijJecABRsaGoe7aL 4fQSvx...

1AKPKsA1B1JmB1M7113PFZX10bfcbRaA...

|cmAasw-61yvmmm

v

QpCridkeP3RkuL...

Address Type | Name Type Balance | LastSeen Risk | Sanction Risk | Gambling Risk

unknown | unknown | 0.0 2019041080132 | 90 | 10 90
& % 7

1QC0z9FypACGEBkroWCHNBHEMBGCpBKV...

yKhaL

1QBIpYVBeyqmpYnJXErSZKSKe8Gsr
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Right clicking on the crypto address node yields the “Crypto Address to Transactions” function,

which will reveal all transactions associated with this address.

&lF ¥ BO¥ 0 LOOG
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Bl

Link
Search Passive SSL >

Import to ThreatStream
View Detail

celezish CipherTrace Sentry >
elete Selection Search All

Crypto Address to Transactions

Crypto Transaction to Outputs

Suggested Enrichments... >
Enrichments >

-
1636uFNivzwigGIFr9LUKVGg4may3Twa...
O o4

]

C
%

VAWE ) STWAIS..
R

@
12ecmxydNYeU95UG3BpaBi7PfwASbCLX...
e 3jbulkvHBKPmMN3V3aRWSvShHCzchdug...

¥ 275fe1c2ebb10eb567¢3392176a73046...

1MewGB3V7aQDcowweeZ8eZT5kawa3bp3...

17dAFXPUELVNpawUUNDB2eu96xGPKWN... 1DNGNCAKGKAT oy SDEF op 46 P

7igoCNIGPhiDGNZFWMXGFE ...
1GU73XTP2h7]fUidcBambjumChLMpWE...

81e83893493bdb8bad9a54ff3eb7438...

HisFzXwPY1hzrZz7...

1FUBMI2UqK1SPKIABHOMNIMTS4rRSTUN...

10zBxzYssYhkSeRW7rMG...
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Users can view information associated with each transaction by hovering over the node

@ v
Tag (1)
ASN (1)

@ Hash(s2)

7 OO0

mxyc g JU95UGIBPaBI7PWASCLX...
zchd
50 Node Search Limit

* Auto-Arrange

& &

&

¥ 275fe1c2ebb10ebSb7ce

176a73b0691b7968569cc812cae3 37ed10dcc191 | Transaction | 2015-12-1406:59:14 | 5.0 50 00

7aQDcowweeZ8eZT5kaw33bp3...

N 1DNGNc4KGtXnq7Xsty8kDtbBPop4s4RS...

13

:BambjumChLmpWE...
81e83893493bb8ba49a54{f3eb74318...

mT54rRsTUh...
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After right clicking on the transaction node, users can reveal all of the transaction’s output

destination addresses using the function “Crypto Transaction to Outputs”

dik|#| |27 O L2 OO

8

B«

*** ciphertrace.com

ie1c2ebb10eb5H
Search Passive SSL >

Import to ThreatStream

View Detail

Delete Selection

Suggested Enrichments... >

Enrichments >
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Once again, hovering over each output reveals information linked to it from the CipherTrace

(o]
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Information about crypto addresses linked to an IP address can also be viewed in a table format

by using the CipherTrace Sentry Enrichment, located at the bottom of the IP address details

page

130ct2020 25 Feb2021 Cryptocurrency  126.233.150
1051 14:23 P 75
View details
Enrichments
PASSIVEDNS(0) WHOIS ~ ANOMALI SAMPLEAPP  SAMPLEAPP ENRICHMENT
25 v
Source Domain Record Data

No data available

Associations

OBSERVABLES (0) THREAT BULLETINS (0) ACTORS (0) ATTACK PATTERNS (0)

MALWARE (0)  SIGNATURES (0) TOOLS(0)  TTPs(0)  VULNERABILITIES (0)

No associated investigations.

pe zachary kreiser@ciphertracelabs.com g;’gammmn NA 55 50
CIPHERTRACE SENTRY SUGGESTED ENRICHMENTS...
Record Type First Seen
CAMPAIGNS (0) COURSE OF ACTION (0) IDENTITIES (0) INCIDENTS (0)

CUSTOM THREAT MODELS (0) ~ INVESTIGATIONS (0)

Comments
Add a comment Red @
B i U & x, x* A~ A~ A A Ty
-5~ = = o @B - A O

Inactive 962

Last Seen

INFRASTRUCTURE (0)

Anonymize
Assign to Workgroups

&

INTRUSION SET (0)

Using this table, users can sort the addresses by balance amount, risk score, and a variety of

T

other attributes. This table also contains links for users to continue their investigation of the IP or

crypto addresses on CipherTrace’s platform.

Enrichments

PASSIVE DNS (0) WHOIS ANOMALI_SAMPLEAPP SAMPLEAPP ENRICHMENT

CIPHERTRACE SENTRY SUGGESTED ENRICHMENTS...

Address Information for 126.233.150.75

View IP Address in CipherTrace Inspector

Wallet Addresses

25 v
Address Address Type Wallet Balance
12NKvnDDOSjn7K37XHv... BTC 0
1259V1Ln3ShVEHIX3bFt... BTC 0
12ecmxydNYeU95UG3B... BTC 0
13FhiZY721VjZm9jyNeD... BTC 0
13NWguabsFjZyGYge6p... BTC 0.00000546
13U0AA23HUSUWKEqd... BTC 0
13jbu3kvHBKPmN3V3a... BTC 0
149R7rkdAJKipKapWNW... BTC 0.0049647
14H6TVSDNSijwMca1sy... BTC 0

1-25of 58 items

Last Seen CipherTrace Risk Score Entity Type
2019-04-11 08:01:32 9 unknown
2019-04-11 08:01:32 2 exchange
2019-04-11 08:01:32 1 unknown
2019-04-11 08:01:32 1 services
2019-04-11 08:01:32 1 unknown
2019-04-11 08:01:32 2 exchange
2019-04-11 08:01:32 1 unknown
2019-04-11 08:01:32 1 unknown
2019-04-11 08:01:32 1 unknown
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Entity
unknown

SpectroCoin.com

unknown

BitPay.com

unknown

Poloniex.com

unknown

unknown

unknown

View in CipherTrace -3

Link

Link

Link

Link

Link

Link

Link

Link

Link
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