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Introduction

Access billions of domain and DNS records with our collection of APls. Map and study all
connections across domain names, current and historical resource owners, |P addresses,
subdomains, NS and MX servers, and more.

WhoisXMLAPI has developed a Context-Based Enrichment Integration and Pivot-Based
Enrichment Integration for the Anomali ThreatStream platform.

This document outlines the process to install the WhoisXMLAPI enrichment Integration into the
Anomali ThreatStream Platform and provides details on how to efficiently use the integration
to acquire detailed threat information from WhoisXMLAP| and Threat Intelligence Platform.

List of IOC’s supported for enrichment.

[o] WhoisXMLAPI ThreatintelligencePlatform
Domain Yes Yes
Email Yes No
IP Yes Mo




List of WhoisXMLAPI endpoints supported for context-based
enrichment.

Entity Type APl Endpoint

Domain WHOIS API

WHOIS History API

DNS Lookup API

IP Geolocation API

Reverse DNS APl (SOA)

Reverse DNS API (txt)

Reverse DNS APl (CNAME)

Connected Domains API

Subdomains Lookup API

Domains & Subdomains Discovery APl (Domains - Ends With)

Domains & Subdomains Discovery APl (Domains - Contains)

Domains & Subdornains Discovery APl (Subdomains - Contains)

Website Categorization API

Website Contacts API

Reverse NS

Reverse MX

Brand Alert

Email Email Verification API

Reverse WHOIS API

WHOIS API

Registrant Alert API

IP Reverse IP API

IP Geolocation API

IP Netblocks API

List of Threat Intelligence Platform API endpoints supported
for context-based enrichment.

Entity Type API Endpoint
Domain Connected Domain
S5L Certificate Chain API

Domain Malware Check API

Domain Infrastructure Analysis

Domain Reputation API




List of WhoisXMLAPI endpoints supported for pivot-based
enrichment.

Entity Type APl Endpoint
Domain WHOIS API
WHOIS History API
Email WHOIS API
Reverse WHOIS API
Configuration

To configure and activate the WhoisXMLAPI App Enrichment bundle for ThreatStream platform,
follow the steps mentioned below:

* Login into Anomali ThreatStream platform.

* Click on "APP STORE" button on the top menu-bar.

* Al Integrations will be listed here. If you do not see WhoisXMLAPI Integration on the
page, contact Support.

Within the WhoisXMLAPI integration application, click on the “Manage” button as
shown below to configure WhoisXMLAPI App.

* Adialog box will appear as shown below, click on "I have credentials” button

ﬁ.;':;\': Whaols. X MLAP
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Insert your WhoisXMLAPI AP| key and Threat Intelligence Platform AP| Key in the API
Key text-field. Finally, click on the Activate button to finish your configuration.

In case you have not obtained an AP| key from WhoisXMLAPI, contact
“sales@whoisxmlapi.com” to get your API key.
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At this point, the configuration for your WhoisXMLAPI Enrichment App is complete and is ready
to be used. In case any error occurs, contact Support for further assistance.

WhoisXMLAPI Threat Intelligence API Message

Valid API key Valid API key Enrichment Activated

Valid API key Invalid API key Enrichment Activated
only for WhoisXML API

Invalid API key Valid APl key Enrichment Activated

only for Threat
Intelligence API

Invalid API key Invalid API key Failed to Activate
enrichment
WhoisXMLAPI

Activation is performed using the following AP| endpoints.
For WhoisXMLAPI Subdomains Lookup APl endpoint with domain google.com is used.

For Threat Intel Platform API endpoint Domain Reputation with domain google.com is used.

Context-Based Enrichments

Context-based enrichments enable analysts to step through entire workflows on observable
details pages, thus eliminating the need to jump between product screens. On the details page
of an Observable (Domain, IP, Email) click on “WhoisXMLAP!” tab under the Enrichments
sections (as shown below) to fetch the enrichment data for that Observable.

Domain Observable Context Enrichment
Categorization of different endpoints is achieved with different tabs.



Lorizbments
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When user selects Website Categorization and Contacts Tab will be able to perform enrichment for

domain with Website Categorization and Website Contacts endpoints

Credit balance is extracted from WhoisXML website My products | WhoisXML AP

**Credit Balance is applicable for all the WhoisXML APl endpoints.

Website Categorization and Contacts
Website Categorization
Website Contacts

Same is shown in the screenshots below.
Enrichments
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When user selects Domain Attribution Tab will be able to perform enrichment for domain with Domain
Infrastructure Analysis, Domain Reputation, Domain Malware Check, SSL Certification Chain and 55L

Configuration Analysis endpoints.

Domain Attribution

Domain Infrastructure Analysis

Domain Reputation

Domain Malware Check

S5L Certification Chain

SSL Configuration Analysis

Same is shown in the screen shots below.
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When user selects WHOIS Tab will be able to perform enrichment for WHOIS endpoint

WHOIS
WHOIS

Same is shown in the screen shots below.
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When user selects WHOIS History Tab will be able to perform enrichment for WHOIS History endpoint

WHOIS History
WHOIS History

Same is shown in the screen shots below.

Enrichments
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When the user selects DNS Tab will be able to perform enrichment for DNS Lookup, IP Geolocation,
Reverse DNS SOA, Reverse DNS TXT and Reverse DNS CNAME endpoints.

DNS
DMNS Lookup




IP Geolocation

Reverse DNS APl (SOA)

Reverse DNS API (txt)

Reverse DNS APl (CNAME)

Same is shown in the screen shots below.
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When the user selects Connected Domains Tab will be able to perform enrichment for Connected
Domains and Subdomains Lookup endpoints.

Connected Domains
Connected Domains
Subdomains Lookup

Same is shown in the screen shots below.
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When user selects Domains & Subdomains Discovery Tab will be able to perform enrichment for
Domains & Subdomains Discovery (Domains - Ends With), Domains & Subdomains Discovery (Domains -
Contains) and Domains & Subdomains Discovery (Subdomains - Contains) endpoints.

Domains & Subdomains Discovery
Domains & Subdomains Discovery (Domains - Ends With)
Domains & Subdomains Discovery (Domains - Contains)
Domains & Subdomains Discovery (Subdomains - Contains)

Same is shown in the screen shots below.
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When user selects Reverse NS Tab will be able to perform enrichment for Reverse NS endpoint

Reverse NS
Reverse NS

Same is shown in the screen shots below.
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When user selects Reverse MX tab will be able to perform enrichment for Reverse MX endpoint

Reverse MX
Reverse MX

Same is shown in the screen shots below.

Ennchments
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When user selects Brand Alert Tab will be able to perform enrichment for Brand Alert endpoint

Brand Alert
Brand Alert

Same is shown in the screen shots below.

Envichments
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Categorization of different endpoints is achieved with different tabs.

Enrichments
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When user selects Connected Infrastructure Tab will be able to perform enrichment for Reverse IP

endpoint

Connected Infrastructure

Reverse |P

Same is shown in the screen shots below.
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When user selects IP Geolocation Tab will be able to perform enrichment for |P Geolocation endpoint

IP Geolocation
IP Geolocation
Same is shown in the screen shots below.
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When user selects IP Netblocks WHOIS Tab will be able to perform enrichment for IP Netblocks
endpoint

IP Netblocks WHOIS
IP Netblocks
Same is shown in the screen shots below.
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Email Observable Context Enrichment

Categorization of different endpoints is achieved with different tabs.

Enrichments

WHOIS WHOISKMLAPI SUGGESTED ENRICHMENTS...

TMAIL VIRIFICATION WIS AP ATTRIFUTADLE DO INS DOMAN BEGISTRATION ACTIVITY

When user selects Email Verification Tab will be able to perform enrichment for Email Verification
endpoint

Email Verification
Email Verification

Same is shown in the screen shots below.
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Enmichments
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Email Werification [Credit Balance : 996]
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When user selects WHOIS API Tab will be able to perform enrichment for WHOIS endpoint

WHOIS API

WHOIS

Same is shown in the sc

Envichments

reen shots below,
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[TrTp—— W —— 1 DM eo— -
WHOIS [Credit Balance @ 1375
e D &
[ o Al - oL Wb o, T T " TEY Ty . 1
ITIBAT Tar
Admirirtpmcoriae Tname’ Tomeis ddmisions gt =T R W Taarran v tiie’ 'O, posisCooe’ I3 3 e e
—ritirgize, oegeni Ta iy Ir |, et B, Taa S e, e porisCods” 5134 TG & rineCods - cinen
1ADBSITHE N 28
arepparvery  [rgaTest gl T ¥ % £
AT o . . —— e seever pdaneRrgsiiied semmtr Trangias -
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When user selects Attributable Domains Tab will be able to perform enrichment for Reverse WHOIS

endpoint

Attributable Domains

Reverse WHOIS

Same is shown in the screen shots below.
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Enrichments

WHOIS WHDISKBILAF SUGGESTED ENRICHMENTS.

ERAIL WERIFICATING WHINS AP ATTRISUTABLE DDSAINS DOMAIMN REGITRATION ACTIVITY

Reverse WHOIS [Credit Balance ; 2064]

25w

Domain Lisc

SRR -CIsCo.Com

When user selects Domain Registration Activity Tab will be able to perform enrichment for Registrant
Alert endpoint

Domain Registration Activity
Registrant Alert

Same is shown in the screen shots below.

**with sample mail id not data available

Enrichneily
WHOIS | WHOSKMLAP|  SUGGESTED ENRICHMENTS .
EMAIL VIRIFIARMA el AR AT E Bl Aok DI ARGIETAATION ACTRITY

Registrant Alert [Credit Balance - 2004]

Deomain Hame ez Arion

Mo dara sy banie

Pivot-Based Enrichments

Pivot-based enrichments expand the breadth of data that analysts can use to build out
graphical relationships during threat research on the pivoting tool on the Investigations user
interface within ThreatStream.

Domain to Whois
When user selects Domain to Whois Enrichment, will be able to see the Whois Endpoints Contact Email,
Mame Server, Registrar Name, Organization Name and Telephone.
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Contact Email
MName Server
Registrar Name
Organization Name
Telephone
@
—
L
&
- Link
a Search Passive DNS
Ea Search Whaois
£3
: Import to ThreatSiream
- 4
& View Detai
o o Salact WhoisXMLAPI »
- T
SIETE S2I8CTIoN ) ) h Search All
E Suggested Enrichments. 3
= Enrichments 1 ID::*naur*- to Whois I
L
-

Domain to Whois History

When user selects Domain to Whois History Enrichment will be able to perform enrichment for Whois

History endpoints Name Server, Registrar Name, Organization Mame and Telephone

Email

Mame Server

Registrar Name

Organization Name

Telephone

19



Link
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Search Passive DNS

4
wn Search Whois
L
- Import to ThreatStream
= Viaw Detail
WhoisXMLAPI >
e oeeseecor DU
T, Search All
- Suggested Enrichments.2
= Enrichments *
T Domain to Whois History Nameserver
Cs Domain to Whaois History Organization
Dromain to Whois Histary Telephone
Demain to Whois History Email
Domain to Whaois History Registrar
Email to Whois

When user selects Email to Whois Enrichment will be able to perform enrichment for Email to Whois
endpoints Domain Name, Name Server, Registrar Name, Organization Name and Telephone.

Domain Name

Name Server

Registrar Name

Organization name

Telephone
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Email to Reverse Whois Domain

When user selects Email to Reverse Whois Enrichment will be able to perform enrichment for Reverse
Whois endpoint

L0
C
1
Ei
8
L% 1
EN Link
* Search Whois
F- -1
Import to Threatstream
=5
. View Detail
=
Del Selecti WhoisXMLAP| »
Elete seledtion
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Email to Reverse Whois Domain
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